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4. Phish Web Site is Displayed
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and installs a phish Web site
and mass-mailer

. Wictim Submits Account Information
- s E
Sands oul phishing e-mail
Wictim clicks a phish URL s
Phish Web site is viewed E 3
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1t & % Paypal #L
AR B S AN s £

We recently renewed your account, and suspect TRl your PayPal account may
have been accessed by an unauthonized thurd party. Protecting the security

of your account and of the PayPal network is our pnmary concern.

Therefore, as a preventon measure, we have temporarely lmuted access to
sensitve PayPal accoust features

Please click on the ik below to confimn your nformation

Dear Npn@mal2000 com tw,

hittps e paypal comdeg-bifwebserTemd= logm-runTUSER=Npn@mal2000.com w

For more mformation about how to protect your account, please wisit
PayPal's Secunty Center, accessible wia the “Security Center® bk located
at the bottom of each page of the PayPal websie

B ehPaypalid & &, FTH Lk F
LR
clicks' - i &2 > ¥ 7
ﬁ.&]&—""mﬁli'”
4.2.2. Jm BT B gy
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£
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T 3 %

W
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Dear Customer,

This emadl was sent by the Citbank server to verify your E-madl
address. ¥ou must complete this process by clicking on the link
below and entering in the small window your Citibank Debit
Card number and PIIN that you use on ATM.

Thas 15 done for your protection - because some of our members
no longer have access to their email addresses and we must

verify it

To verfy your E-mail address and access your bank account,
click on the link below

httpsdiwerww ciibank com/sioninconfirmation sp

Thanlk you for being our customer

e T A% e =k paypal. com T i

7
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